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Why Deniability?
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Offline vs. Online Deniability
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Deniable Messaging…?

● See Appendix A
– Attacks on OTRv3 and Signal

● Also see ia.cr/2018/424:
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Deniable Messaging
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Deniable Messaging
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In This Paper

● Two new efficient key exchange protocols

Interactive Non-interactive
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Security Properties

● Confidentiality
● Mutual authentication
● Forward secrecy
● Contributiveness
● Offline and online deniability
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Crypto Toolbox
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DAKEZ: Offline Deniability
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DAKEZ: Online Deniability
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Mobile?
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Mobile Use
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ZDH
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ZDH: Authentication
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Weak Forward Secrecy
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XZDH
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Is This Secure?
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Is This Secure?

“Yes.”
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OTRv4 Adoption

● External adoption: OTRv4 team
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Performance

SIGMA-R
(OTRv3)

DAKEZ
(OTRv4)

3DH ZDH
X3DH

(Signal)
XZDH

(OTRv4)

Key Gen.
(ms)

0.0240 0.0440 0.0228 0.0429 0.0240 0.0444

Key Exch.
(ms)

0.3478 1.094 0.4229 0.778 0.5533 0.9217

ID Key
(bytes)

32 32 32 32 32 32

Prekey
(bytes)

- - 32 32 32 & 96 32 & 96

Key Exch.
(bytes)

272 464 80 304 80 304
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Extras in the Paper
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Extras in the Paper
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Summary

● New key exchanges: DAKEZ, (X)ZDH
● Secure connection, eponymous, no all-verifier 

authentication required? Use these!
● Code & data: crysp.org/software/dakez_xzdh
● Come see OTRv4 at HotPETs
● Coming soon: group messaging

Thank you!
njunger@uwaterloo.ca
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You’ve Activated My Bonus Slides!!!
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Limited Online Deniability
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RSDAKE and Spawn

● Standard model  Random oracle model→ Random oracle model
– Obscure assumptions  common assumptions→ Random oracle model
– Seconds  milliseconds→ Random oracle model
– Improved security (contributiveness, forward 

secrecy)

● RSDAKE  DAKEZ→ Random oracle model
● Spawn  ZDH→ Random oracle model
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DAKE Comparison
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Signal Deniability
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Lack of Contributiveness

● Problems with non-contributory:
– Can coerce a client to use a known secret
– Can use a secret known to a third-party, allowing 

them to decrypt without their consent

● Non-problems with non-contributory:
– Contributiveness does not prevent desirable bits
– Contributiveness does not defend against weak 

PRNGs
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ZDH: Authentication
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Mitigating KCI Attacks
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Online Deniability Attack for Signal

● (Alice is coerced by Judson)
● Alice downloads Bob’s prekey: IKB, SPKB, 

Sig(IKB, Encode(SPKB))

● Judson generates key pair with public EKA

● Alice provably reveals DH(IKA, SPKA)

● Alice sends EKA to Bob
● Judson can compute the secret, Alice cannot
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Quantum Transitional Security

● Authenticate quantum KEM, like CECPK1



47

DAKEZ
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ZDH & XZDH
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